Memorandum from the Office of the Inspector General

September 19, 2022
Jeremy P. Fisher
REQUEST FOR MANAGEMENT DECISION – AUDIT 2022-17370 – FEDERAL
INFORMATION SECURITY MODERNIZATION ACT

The Federal Information Security Modernization Act of 2014 (FISMA) requires each
agency’s Inspector General (IG) to conduct an annual independent evaluation to determine
the effectiveness of the information security program (ISP) and practices of its respective
agency. Our audit objective was to determine the effectiveness of Tennessee Valley
Authority’s (TVA) ISP and practices as defined by the Fiscal Year (FY) 2022 Core IG
Metrics Implementation Analysis and Guidelines (see Appendix B). Our audit scope was
limited to answering the core IG metrics.
The FISMA methodology considers metrics at a level 4 (managed and measurable) or
higher to be at an effective level of security. Based on our analysis of the core IG metrics
and associated maturity models, we found 12 of the 20 core IG metrics were at a
level 1 (ad-hoc), level 2 (defined), or level 3 (consistently implemented); therefore, TVA's
ISP was not operating in an effective manner as defined by the FY 2022 Core IG Metrics
Implementation Analysis and Guidelines.
We made five recommendations to TVA management to improve the maturity of ineffective
core IG metrics.
In response to our draft report, TVA management agreed with our recommendations. See
Appendix C for TVA management’s complete response.
BACKGROUND
FISMA requires each agency’s IG to conduct an annual independent evaluation to
determine the effectiveness of the ISP and practices of its respective agency. As required
by the Office of Management and Budget (OMB),1 FISMA shifted to a continuous
assessment process in FY 2022. As a result, OMB and the Council of the Inspectors
General on Integrity and Efficiency (CIGIE) transitioned the IG metrics process to a
multi-year cycle beginning in FY 2022. Specifically, a subset of the FY 2021 IG FISMA
metrics2 were selected as the 20 core IG metrics to be evaluated annually and the
additional IG metrics will be evaluated on a two-year cycle.

1

2

OMB Memorandum M-22-05, Fiscal Year 2021-2022 Guidance on Federal Information Security and
Privacy Management Requirements, December 6, 2021.
Fiscal Year 2021 Inspector General Federal Information Security Modernization Act Of 2014 Reporting
Metrics Version 1.1, May 12, 2021.
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For FY 2022, IGs were required to test the 20 core IG metrics only. The FY 2022 Core IG
Metrics Implementation Analysis and Guidelines (see Appendix B) were developed by
OMB, the Department of Homeland Security (DHS), and CIGIE, in consultation with the
Federal Chief Information Officer Council and other stakeholders. These 20 core IG
metrics were chosen based on alignment with Executive Order 14028, Improving the
Nation's Cybersecurity, 3 as well as recent OMB guidance to agencies in furtherance of the
modernization of federal cybersecurity.
The results of our review were provided to OMB and DHS through the use of their online
reporting tool on July 25, 2022.
OBJECTIVE, SCOPE, AND METHODOLOGY
Our audit objective was to determine the effectiveness of TVA’s ISP and practices as
defined by the FY 2022 Core IG Metrics Implementation Analysis and Guidelines. Our
audit scope was limited to answering the 20 core IG metrics (defined in Appendix B);
therefore, the results of this audit are based on assessing these 20 core IG metrics only.
A complete discussion of our audit objective, scope, and methodology is included in
Appendix A.
FINDINGS
The FISMA methodology considers metrics at a level 4 (managed and measurable) or
higher to be at an effective level of security. Based on our analysis of the core IG metrics
and associated maturity models, we found 12 of the 20 core IG metrics were at a
level 1 (ad-hoc), level 2 (defined), or level 3 (consistently implemented); therefore, TVA's
ISP was not operating in an effective manner as defined by the FY 2022 Core IG Metrics
Implementation Analysis and Guidelines. See Table 1 for metric ratings.
FY 2022 IG FISMA Metric Results
Number
Maturity Level
of
Metrics
Level 1:
Level 2:
Level 3:
Level 4:
Level 5:

Ad-hoc
Defined
Consistently Implemented
Managed and Measurable
Optimized

3
8
1
7
1

Table 1

Specifically for the 12 core IG metrics rated at a level 1, 2, or 3, we found:


3

Five metrics had actions in progress to improve their maturity or had mitigating controls
in place to reduce the risk.
United States, Executive Order of the President [Joseph Biden] Compilation of Presidential Documents,
Executive Order 14028 - Improving the Nation's Cybersecurity, May 17, 2021, < https://
www.federalregister.gov/documents/2021/05/17/2021-10460/improving-the-nations-cybersecurity>,
accessed on July 25, 2022.
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Seven metrics had weaknesses that should be addressed by TVA management,
including:
 Information system inventory and system components.
 Hardware asset management process.
 Standard data elements for software assets.
 Configuration management process.
 Contingency plan testing.

The following provides a detailed discussion of our findings.
INFORMATION SYSTEM INVENTORY AND SYSTEM COMPONENTS
We found TVA has not defined policies, procedures, and processes for developing and
maintaining a comprehensive and accurate inventory of TVA’s information system and
system interconnections. Without a comprehensive and accurate information system and
system interconnections inventory, TVA cannot adequately (1) perform system control
assessments that are used to grant system authorizations and (2) transition to ongoing
control and system authorization through the implementation of its continuous monitoring
policies and strategy, which are required in order for other core IG metrics to mature.
HARDWARE ASSET MANAGEMENT PROCESS
We found TVA has defined policies, procedures, and processes for using standard data
elements/taxonomy to develop and maintain an up-to-date inventory of hardware assets.
However, TVA does not utilize hardware asset standard data elements/taxonomy to inform
which assets can or cannot be introduced into the network as part of the network
authentication process. Without an accurate hardware asset inventory for network
authentication, TVA cannot transition to ongoing monitoring of hardware assets inventory
status, such as configurations, patching, etc., as part of TVA’s information system
continuous monitoring strategy.
STANDARD DATA ELEMENTS FOR SOFTWARE ASSETS
We found TVA has not defined policies, procedures, and processes for using standard data
elements/taxonomy to develop and maintain an up-to-date inventory of software assets
and licenses, including mobile applications. While we found TVA has a catalog for
software services, employees may request items not in the catalog which creates a
decentralized process that does not follow the standard data elements/taxonomy that are
necessary for tracking and reporting. Without an accurate software asset and licenses
inventory, TVA cannot inform what can or cannot be introduced to the network and
transition to ongoing monitoring of software assets inventory status as part of TVA’s
information system continuous monitoring strategy.
CONFIGURATION MANAGEMENT PROCESS
We found TVA has defined policies and procedures for secure configurations, including
documenting common secure configurations. However, TVA has not consistently
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implemented secure configuration settings for all its information systems. Specifically,
TVA has no tools or processes in place to maintain server configurations for one of its
information systems and not maintained device configurations for another one of its
information systems. A configuration management process provides a method to identify,
monitor, and control information system configuration settings. This ensures common
secure configuration settings are followed, which affects the security and privacy posture
or functionality of the system.
CONTINGENCY PLAN TESTING
We found (1) TVA has defined policies, procedures and processes for information system
contingency plan testing and (2) contingency plan exercises have been defined. TVA‘s
Standard Program and Process 12.013, Information Systems Contingency Planning,
states “business critical applications are reviewed annually.” However, we found TVA has
completed contingency plan testing on only one of the 16 business critical applications
during the FISMA testing period. Therefore, TVA has not consistently implemented
annual contingency plan testing and exercises. According to TVA personnel, this was due
to staffing turnover. Contingency plan testing allows the opportunity to identify and
address vulnerabilities to increase plan effectiveness and the organization’s readiness to
execute the plan. This is a repeat finding from the FY 2020 FISMA audit.4
RECOMMENDATIONS
We recommend the Vice President and Chief Information and Digital Officer, Technology
and Innovation:
1. Define policies, procedures, and processes for developing and maintaining a
comprehensive and accurate inventory of its information system and system
interconnections that can be used for system authorizations and monitor the inventory
as part of TVA’s information system continuous monitoring strategy.
2. Improve the hardware asset management processes to include standard data
elements/taxonomy that are used to inform what assets can be or cannot be
introduced into the network as part of network authentication process.
3. Define standard data elements/taxonomy for software assets that are used to
(a) develop and maintain an up-to-date inventory of software assets and licenses,
including mobile applications, and (b) inform what assets can or cannot be introduced
to the network.
4. Ensure the configuration management process is consistently implemented for all
information systems.
5. Ensure contingency plans are consistently tested as required by policy.

4

Audit Report 2020-15709, Federal Information Security Modernization Act, December 21, 2020.
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TVA Management’s Comments – In response to our draft report, TVA management
agreed with our recommendations. See Appendix C for TVA management’s complete
response.
This report is for your review and information. Please advise us of your management
decision within 60 days from the date of this report. In accordance with the Inspector
General Act of 1978, as amended, the Office of the Inspector General is required to report
to Congress semiannually regarding audits that remain unresolved after 6 months from
the date of report issuance. If you have any questions, please contact Melissa L. Conforti,
Senior Auditor, at (865) 633-7383 or Sarah E. Huffman, Director, Information Technology
Audits, at (865) 633-7345. We appreciate the courtesy and cooperation received from
your staff during the audit.

David P. Wheeler
Assistant Inspector General
(Audits and Evaluations)
MLC:KDS
Attachment
cc (Attachment):
TVA Board of Directors
Brett A. Atkins
Brandy A. Barbee
Andrea S. Brackett
Tammy C. Bramlett
Kenneth C. Carnes II
Sherri R. Collins
Melissa R. Crane
Buddy Eller
David B. Fountain
Jim R. Hopson
Gregory G. Jackson
Benjamin A. Jones
Melissa A. Livesey
Jeffrey J. Lyash
Jill M. Matthews
Todd E. McCarter
John M. Thomas III
Josh Thomas
Ben R. Wagner
OIG File No. 2022-17370
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OBJECTIVE, SCOPE, AND METHODOLOGY
Our objective was to determine the effectiveness of the Tennessee Valley
Authority’s (TVA) information security program (ISP) and practices as defined by the
Fiscal Year (FY) 2022 Core IG Metrics Implementation Analysis and Guidelines (see
Appendix B). Our audit scope was limited to answering the 20 core IG metrics (defined in
Appendix B). Our fieldwork was completed between June 2022 and July 2022.
To accomplish our objective, we:


Inquired with TVA Technology and Innovation (T&I) personnel and conducted
walkthroughs as necessary to gain an understanding and clarification of the policies,
processes, and current state.



Reviewed documentation provided by T&I to corroborate our understanding and
assess TVA’s current state, including:
 Relevant TVA agency-wide and business unit specific policies, procedures, and
documents (such as Standard Programs and Processes and Work Instructions).
 Configuration baselines.



Reviewed previous Office of Inspector General audit reports on TVA’s compliance with
the (1) Federal Information Security Modernization Act of 2014 in 2020,1 (2) Privacy
Program,2 and (3) Privileged Account Management3 for relevant findings.



Judgmentally selected five business critical applications based on auditor knowledge
of TVA environment and judgment of critical and high-risk applications. For these
applications, we reviewed the information system contingency plan and business
impact analysis documentation for completeness and incorporation into strategy and
plan development efforts. Since this was a judgmental sample, the results of the
sample cannot be projected to the population.

1
2
3

Audit Report 2020-15709, Federal Information Security Modernization Act, December 21, 2020.
Audit Report 2021-15779, TVA’s Privacy Program, September 20, 2021.
Audit Report 2021-15777, Privileged Account Management, September 22, 2021.
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During the course of this audit, we determined the overall effectiveness of TVA’s ISP by
assessing the 20 core IG metrics (as detailed in Appendix B) on a maturity model
spectrum. Table 1 details the five maturity model levels.
FY 2022 IG FISMA Maturity Definitions
Maturity Level
Maturity Level Description
Level 1: Ad-hoc

Policies, procedures, and strategies are not formalized;
activities are performed in an ad-hoc, reactive manner.

Level 2: Defined

Policies, procedures, and strategies are formalized and
documented, but not consistently implemented.

Level 3: Consistently
Implemented

Policies, procedures, and strategies are consistently
implemented, but quantitative and qualitative
effectiveness measures are lacking.

Level 4: Managed and
Measurable

Quantitative and qualitative measures on the
effectiveness of policies, procedures, and strategies are
collected across the organization and used to assess
them and make necessary changes.

Level 5: Optimized

Policies, procedures, and strategies are fully
institutionalized, repeatable, self-generating, consistently
implemented, and regularly updated based on a changing
threat and technology landscape and business/mission
needs.

Table 1

The maturity level was determined by answering the related core IG metrics and using a
simple majority rule of the most frequent resulting maturity levels. The FISMA
methodology considers metrics at a level 4 (managed and measurable) or higher to be at
an effective level of security.
We conducted this performance audit in accordance with generally accepted government
auditing standards. Those standards require we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our findings and
conclusions based on our audit objectives. We believe the evidence obtained provides a
reasonable basis for our findings and conclusions based on our audit objectives.
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