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Audit 2018-15526 – Federal Information Security
Modernization Act
EXECUTIVE SUMMARY
Why the OIG Did This Audit
The Federal Information Security Modernization Act of 2014 (FISMA)
requires each agency’s Inspector General (IG) to conduct an annual
independent evaluation to determine the effectiveness of the information
security program (ISP) and practices of its respective agency.
Our objective was to evaluate the Tennessee Valley Authority’s (TVA) ISP
and agency practices for ensuring compliance with FISMA and applicable
standards, including guidelines issued by the Office of Management and
Budget and the National Institute of Standards and Technology (NIST).
Our audit scope was limited to answering the fiscal year (FY) 2018 IG
FISMA metrics (defined in Appendix B).
What the OIG Found
During the course of this audit, we utilized the methodology and metrics in
the FY2018 IG FISMA Reporting Metrics (as detailed in Appendix B) in our
annual independent evaluation to determine the effectiveness of TVA’s
ISP. Each metric was assessed to determine its maturity level, as
described in the following table.
FY2018 IG FISMA Maturity Definitions
Maturity Level
Maturity Level Description
Level 1: Ad Hoc
Level 2: Defined
Level 3: Consistently
Implemented
Level 4: Managed and
Measurable

Level 5: Optimized

Policies, procedures, and strategy are not formalized;
activities are performed in an ad hoc, reactive
manner.
Policies, procedures, and strategy are formalized and
documented but not consistently implemented.
Policies, procedures, and strategy are consistently
implemented, but quantitative and qualitative
effectiveness measures are lacking.
Quantitative and qualitative measures on the
effectiveness of policies, procedures, and strategy
are collected across the organization and used to
assess them and make necessary changes.
Policies, procedures, and strategy are fully
institutionalized, repeatable, self-generating,
consistently implemented, and regularly updated
based on a changing threat and technology
landscape and business/mission needs.
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Modernization Act
EXECUTIVE SUMMARY
The IG metrics were organized into eight domains, which aligned with the
following five function areas in the NIST Framework for Improving Critical
Infrastructure Cybersecurity: Identify, Protect, Detect, Respond, and
Recover. While the FY2018 IG FISMA metrics recommend a majority of
the domains be at a maturity level 4 (managed and measurable) or higher
for a function to be considered effective, IGs were given the discretion to
determine effectiveness ratings at lower levels. Our analysis of the metric
results were used to determine the overall function maturity and
effectiveness rating as presented below.
FY2018 IG FISMA Function Results
Function

Assessed Maturity Level

Rating

Identify
Protect
Detect
Respond
Recover

4 – Managed and Measurable
4 – Managed and Measurable
2 – Defined
4 – Managed and Measurable
4 – Managed and Measurable

Effective
Effective
Not Effective
Effective
Effective

Based on our analysis of the metrics and associated maturity levels
defined with FY2018 IG FISMA Metrics, we found TVA’s ISP was
operating in an effective manner.
In addition, our analysis of the Detect metrics found TVA had developed
an information security continuous monitoring (ISCM) strategy as part of
its situational awareness program, and was in the process of
implementing policies, processes, and tools in support of this strategy.
However, TVA has not completed the development of policies and
processes or the deployment of tools for the specific requirements within
the ISCM strategy.
What the OIG Recommends
We recommend the Director, TVA Cybersecurity, complete the
development of policies and processes and the deployment of tools for the
specific requirements within the ISCM strategy.
TVA Management’s Comments
In response to our draft audit report, TVA management agreed with the
audit findings and recommendation. See Appendix C for TVA
management’s complete response.
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BACKGROUND
The Federal Information Security Modernization Act of 2014 (FISMA) requires
each agency’s Inspector General (IG) to conduct an annual independent
evaluation to determine the effectiveness of the information security program (ISP)
and practice of its respective agency. The fiscal year (FY) 2018 IG FISMA
Reporting Metrics (see Appendix B) were developed by the Office of Management
and Budget (OMB), the Department of Homeland Security, and the Council of the
Inspectors General on Integrity and Efficiency, in consultation with the Federal
Chief Information Officer Council. The IG metrics were organized into eight
domains, which aligned with the following five function areas in the National
Institute of Standards and Technology (NIST) Framework for Improving Critical
Infrastructure Cybersecurity: Identify, Protect, Detect, Respond, and Recover.
The FY2018 IG FISMA functions and domains are shown in Table 1.
FY2018 FISMA Functions and Corresponding Domains
Function

Domain

Identify
Protect

Risk Management
Configuration Management
Identity and Access Management
Data Protection and Privacy
Security Training
Information Security Continuous Monitoring (ISCM)
Incident Response (IR)
Contingency Planning

Detect
Respond
Recover

Table 1

The results of our review were provided to OMB and Department of Homeland
Security through use of their online reporting tool on October 31, 2018.

OBJECTIVE, SCOPE AND METHODOLOGY
Our objective was to evaluate the Tennessee Valley Authority’s (TVA) ISP and
agency practices for ensuring compliance with FISMA and applicable standards,
including guidelines issued by OMB and NIST. Our audit scope was limited to
answering the FY2018 IG FISMA metrics (defined in Appendix B). A complete
discussion of our audit objective, scope, and methodology is included in
Appendix A.

FINDINGS
Based on our analysis of the metrics and associated maturity levels defined
within the FY2018 IG FISMA metrics, we found TVA’s ISP was operating in an
effective manner. Specifically, we found four of the five function areas to be
effective. See Table 2 on the following page for individual function ratings.
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FY2018 IG FISMA Function Results
Function

Assessed Maturity Level

Rating

Identify
Protect
Detect
Respond
Recover

4 – Managed and Measurable
4 – Managed and Measurable
2 – Defined
4 – Managed and Measurable
4 – Managed and Measurable

Effective
Effective
Not Effective
Effective
Effective

Table 2

In addition, our analysis of the Detect metrics found TVA had developed an ISCM
strategy as part of its situational awareness program, and was in the process of
implementing policies, processes, and tools in support of this strategy. However,
TVA has not completed the development of policies and processes or the
deployment of tools for the specific requirements within the ISCM strategy.

IDENTIFY
The Identify function includes understanding the business context, the resources
that support critical functions, and the related cybersecurity risks. This
understanding enables an organization to focus and prioritize efforts consistent
with its risk management strategy and business needs. Within the context of the
FY2018 IG FISMA metrics, the Identify function includes the risk management
domain.
Our analysis of the risk management metrics found appropriate policies and
procedures have been defined and are generally implemented and monitored to
address risk throughout the agency. Roles and responsibilities have been
defined and communicated across the agency. TVA has defined policies and/or
processes for software and hardware inventory, risk management, and the use of
Plan of Action and Milestones (POA&M). Also, TVA has implemented processes
to (1) maintain an inventory of information systems (including cloud systems,
public-facing Web sites, and third-party systems) and system interconnections;
(2) maintain an inventory of hardware; (3) utilize a risk profile to facilitate a
determination of risk for a system; (4) manage POA&Ms; (5) perform security
architecture reviews on new hardware and software and define supply chain
requirements prior to installation on TVA’s network; (6) define and validate
security requirements for contractor systems before contract execution; and
(7) perform system risk assessments. In addition, TVA is monitoring and
analyzing qualitative and quantitative performance measures on the
effectiveness of its risk management program and POA&M activities.
However, TVA has not fully implemented (1) a network access control solution;
(2) monitoring for identified information system controls identified within system
security plans; (3) risk dashboards for TVA’s information technology (IT) key risk
indicators, risk evaluation, and cybersecurity risk management ranking processes;
(4) diagnostic and reporting frameworks for enterprise level risk management; and
(5) the monitoring, measuring, and reporting on information security performance
of contactor operated systems and services. In addition, although TVA has
Audit 2018-15526
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implemented processes to maintain an inventory of information systems, TVA
does not have a complete and accurate inventory of its information systems.
We found the risk management domain to be operating at a level 3 (consistently
implemented). While the FY2018 IG FISMA metrics recommend a maturity
level 4 (managed and measurable) or higher for a function to be considered
effective, IGs were given the discretion to determine effectiveness ratings at
lower levels. The metrics for the risk management domain included a question
that did not offer maturity measures higher than level 3, which impacted TVA’s
domain rating. Based on these results, and using the IG discretion allowed by
the metric guidance, we determined the Identify function was operating at a level
4 (managed and measurable) maturity level and overall effective.

PROTECT
The Protect function supports the ability to limit or contain the impact of a potential
cybersecurity event by developing and implementing appropriate safeguards to
ensure delivery of critical infrastructure services. Within the context of the
FY2018 IG FISMA metrics, the Protect function includes the following four
domains: (1) configuration management, (2) identity and access management,
(3) data protection and privacy, and (4) security training.
Configuration Management – Our analysis of the configuration management
metrics found appropriate policies and procedures have been (1) defined and are
generally implemented and monitored and (2) strengthened through the use of
lessons learned. Roles and responsibilities have been defined and
communicated across the agency. TVA has developed and implemented
processes for baseline configurations, common security configurations,
automated tools to help maintain security configurations for information systems,
and the collection and reporting of change control metrics, and TVA has
incorporated lessons learned within those processes. In addition, automated tools
are used for patch management and deployment where possible. TVA has also
developed and implemented change control policies and procedures that include
determining the nature of the change (e.g., configuration), review of proposed
changes, and consideration of security impacts.
However, TVA is not collecting and reporting metrics to track the effectiveness of
configuration management. While TVA has implemented automated tools for
patch management, not all systems within TVA are managed by these tools. In
addition, automated mechanisms such as application whitelisting and network
management tools that would take immediate action to limit any security impact
have not been fully deployed to detect unauthorized hardware, firmware, or
software.
As a result of our testing of the configuration management domain, we determined
TVA was operating at a level 3 (consistently implemented) maturity level.
Audit 2018-15526
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Identity and Access Management – Our analysis of the identity and access
management metrics found TVA had defined, developed, and set milestones for an
identity and access management strategy. TVA implemented appropriate policies
and procedures that defined (1) roles and responsibilities, (2) personnel risk
designations and screening, (3) access and acceptable use agreements,
(4) remote access, and (5) the provisioning and management of user accounts,
including privileged accounts. In addition, TVA used automated mechanisms for
the management of user and privileged accounts, which includes access
agreements.
However, TVA was not on track to meet its identity, credential, and access
management milestones and currently has no plans to include strong
authentication mechanisms for user access as defined by NIST SP 800-63-3.1 In
addition, while TVA had policies and processes to conduct screening prior to
gaining access to systems, our testing of 23 users found 3 did not have screening
prior to gaining access to systems.
As a result of our testing of the identity and access management domain, we
determined TVA was operating at a level 5 (optimized) maturity level.
Data Protection and Privacy – Our analysis of the data protection and privacy
metrics found appropriate policies and procedures had (1) been defined and
communicated across the agency and (2) defined roles and responsibilities and
processes to address the protection, collection, and use of personally identifiable
information (PII). In addition, TVA had (1) consistently implemented its data
breach response plan and used tabletop exercises to improve the plan as needed
and (2) implemented enhanced network defenses and used monitoring and testing
to determine effectiveness. Also, TVA provided near real-time monitoring of the
data entering and exiting the network and other suspicious inbound and outbound
communications.
However, TVA was not collecting qualitative or quantitative metrics for the analysis
of effectiveness of the data breach plan and currently does not require annual
role-based privacy awareness training. In addition, in our audit of TVA’s privacy
program,2 we found (1) TVA did not have complete and accurate inventory of
systems with PII and (2) issues with unsecured agency restricted PII on shared
network drives.
As a result of our testing the data protection and privacy domain, we determined
TVA was operating at a level 2 (defined) maturity level.
Security Training – Our analysis of the security training metrics found TVA had a
security awareness plan in place that defined roles and responsibilities, required
the completion of security awareness training, utilized a phishing program, and
required specialized training as needed for roles with significant security

1
2

NIST Special Publication 800-63-3, Digital Identity Guidelines, June 2017.
Audit Report 2017-15453, TVA’s Privacy Program, June 13, 2018.
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responsibilities. TVA collects and analyzes security awareness training data to
improve exam questions and training content.
However, TVA does not collect and analyze data from training required for roles
with significant security responsibilities for effectiveness. In addition, TVA had
not fully implemented its security awareness and training strategy and had not
performed a centralized assessment of the IT workforce for skills, knowledge,
and abilities to provide tailored awareness and security training.
As a result of our testing the security training domain, we determined TVA was
operating at a level 3 (consistently implemented) maturity level.
In summary, we found the domains (1) configuration management to be operating
at a level 3 (consistently implemented), (2) identity and access management to be
operating at a level 5 (optimized), (3) data protection and privacy to be operating at
a level 2 (defined), and (4) security training to be operating at a
level 3 (consistently implemented). While the FY2018 IG FISMA metrics
recommend a maturity level 4 (managed and measurable) or higher for a function
to be considered effective, IGs were given the discretion to determine
effectiveness ratings at lower levels. The metrics for configuration management
and security training included questions that did not offer maturity measures higher
than level 3 (consistently implemented), which impacted TVA’s domain ratings.
Based on these results, and using the IG discretion allowed by the metric
guidance, we determined the Protect function was operating at a level 4 (managed
and measurable) maturity level and overall effective.

DETECT
The Detect function enables timely discovery of cybersecurity events by
developing and implementing actions to identify their occurrence. Within the
context of the FY2018 IG FISMA metrics, the Detect function includes the ISCM
domain.
Our analysis of the ISCM metrics found TVA had developed an ISCM strategy as
part of its situational awareness program and was in the process of implementing
policies, processes, and tools in support of this strategy. Specifically, a number
of tools and processes for the ongoing assessment of information system
assessments and configuration monitoring have been implemented as part of this
effort. However, TVA has not completed the development of policies and
processes or the deployment of tools for the specific requirements within the
ISCM strategy.
TVA has implemented a number of tools and processes that allow it to
successfully conduct the vulnerability assessment and configuration monitoring
portion of its situational awareness program. Implementation of governance over
the situational awareness program that is currently underway, including but not
limited to policies and procedures, could provide the structure to identify and
remediate any gaps.
Audit 2018-15526
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Based on these results, we determined the Detect function and the ISCM domain
were operating at a level 2 (defined) maturity level and not effective.

RESPOND
The Respond function supports the ability to contain the impact of a potential
cybersecurity event by developing and implementing actions to take when a
cybersecurity event is detected. Within the context of the FY2018 IG FISMA
metrics, the Respond function includes the IR domain.
Our analysis of the IR metrics found appropriate policies and procedures have
been defined, implemented, and are managed and monitored. These include
processes for IR, detection, and handling supported by various technologies that
are interoperable to the extent possible. In addition, qualitative and quantitative
metrics are defined, collected, and analyzed to monitor and report on the IR
effectiveness.
Based on these results, we determined the Respond function and IR domain
were operating at a level 4 (managed and measurable) maturity level and overall
effective.

RECOVER
The Recover function supports timely recovery to normal operations to reduce
the impact from a cybersecurity event. Activities within the Recover function
develop and implement plans for resilience and to restore any capabilities or
services that were impaired due to a cybersecurity event. Within the context of
the FY2018 IG FISMA metrics, the Recover function includes the contingency
planning domain.
Our analysis of the contingency planning metrics found appropriate policies and
procedures have been defined, implemented, and are managed and monitored.
TVA has defined and implemented its information system contingency planning
policies, procedures, and strategies, including roles and responsibilities, scope,
resource requirements, training, exercise and testing schedules, plan
maintenance schedules, backups and storage, use of alternate processing and
storage sites, technical contingency planning considerations for specific types of
systems, and appropriate delegation of authority. Also, TVA has established
appropriate teams that are ready to implement its information system
contingency planning strategies.
However, while TVA reviews and updates contingency plans on an annual basis
and also as it becomes aware of significant changes, there is no mechanism to
notify contingency planning personnel when significant changes occur to systems.
In addition, TVA has not integrated information and communications technology
supply chain risks related to contingency planning activities in its policies and
procedures, but it is in the process of doing so. TVA also does not coordinate
Audit 2018-15526
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information system contingency plan testing with organizational elements
responsible for related plans and external stakeholders (e.g., information and
communications technology supply chain partners/providers). Metrics are
generated and provided to IT management stakeholders of contingency planning
activities but not actively provided to other stakeholders.
We found the contingency planning domain to be operating at a
level 3 (consistently implemented). While the FY2018 IG FISMA metrics
recommend a maturity level 4 (managed and measurable) or higher for a function
to be considered effective, IGs were given the discretion to determine
effectiveness ratings at lower levels. The metrics for contingency planning
included questions that did not offer maturity measures higher than
level 3 (consistently implemented), which impacted TVA’s domain rating. Based
on these results, and using the IG discretion allowed by the metric guidance, we
determined the Recover function was operating at a level 4 (managed and
measurable) and overall effective.

CONCLUSION
Based on our testing, we found TVA’s ISP was operating effectively when
compared against the FY2018 IG FISMA metrics. Specifically, we found (1) the
Identify, Protect, Respond, and Recover functions to be operating at a
level 4 (managed and measurable) maturity level and effective, and (2) the Detect
function to be operating at a level 2 (defined) and not effective.

RECOMMENDATION
We recommend the Director, TVA Cybersecurity, complete the development of
policies and processes and the deployment of tools for the specific requirements
within the ISCM strategy.
TVA Management’s Comments – In response to our draft audit report, TVA
management agreed with the audit findings and recommendation. See
Appendix C for TVA management’s complete response.
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OBJECTIVE, SCOPE, AND METHODOLOGY
Our objective was to evaluate the Tennessee Valley Authority’s (TVA)
information security program and agency practices for ensuring compliance with
the Federal Information Security Modernization Act of 2014 (FISMA) and
applicable standards, including guidelines issued by the Office of Management
and Budget and the National Institute of Standards and Technology. Our audit
scope was limited to answering the fiscal year (FY) 2018 Inspector General (IG)
FISMA metrics (see Appendix B). Our fieldwork was completed between June
2018 and October 2018.
To accomplish our objective, we:


Inquired with personnel in the Information Technology (IT) organization as
necessary to gain an understanding and clarification of the policies,
processes, and current state.



Reviewed documentation provided by IT to corroborate our understanding
and assess TVA’s current state, including:
 Relevant TVA agency-wide and business unit specific policies,
procedures, and documents (such as Standard Programs and Processes
and Work Instructions).
 Relevant metric reports.
 Relevant training materials.
 TVA’s FY2017 10-K.
 Memorandum of Agreement between TVA and the Department of
Homeland Security’s Office of Cybersecurity and Communication, dated
May 16, 2016, regarding EINSTEIN.1
 Information system inventories.
 Relevant system architecture documentation.
 Employee and user lists.



Reviewed previous Office of the Inspector General audit reports on TVA’s
(1) privacy program2 and (2) compliance with FISMA in 20173 for relevant
findings.



Observed incident response controls in place during a site visit on July 26,
2018, to assess current state.



Selected a risk based judgmental sample of 5 of 9,951 applications to review
the (1) categorization and communication of the priority of information
systems, (2) configuration settings, and (3) change requests. Risk was based
on the 5 applications containing both personally identifiable information and

1

2
3

EINSTEIN is a federal government program that provides additional cybersecurity monitoring to
participating agencies.
Audit Report 2017-15453, TVA’s Privacy Program, June 13, 2018.
Audit Report 2017-15489, Federal Information Security Modernization Act, December 21, 2017.
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critical financial data. Since this was a judgmental sample, the results of the
sample cannot be projected to the population.


Judgmentally selected three systems based on auditor knowledge of
importance to TVA’s mission and operations. Reviewed their Business
Impact Analysis and contingency plans to assess current state and
adherence to policies and procedures. Since this was a judgmental sample,
the results of the sample cannot be projected to the population.



From a population of 1,507 configuration baseline inventory items, we
judgmentally selected the 4 items categorized as high priority to review if they
were being recorded, implemented, and maintained in accordance to policies
and procedures. Since this was a judgmental sample, the results of the
sample cannot be projected to the population.



Selected a judgmental random sample of 23 of 14,955 users that had logical
access to review the appropriateness of screening prior to gaining access to
systems by using a random number generator. Since this was a judgmental
sample, the results of the sample cannot be projected to the population.

During the course of this audit, we determined the overall effectiveness of TVA’s
information security program by assessing the FY2018 IG FISMA Reporting
Metrics (as detailed in Appendix B) on a maturity model spectrum. Table 1 details
the five maturity model levels.
FY2018 IG FISMA Maturity Definitions
Maturity Level
Maturity Level Description
Level 1: Ad Hoc
Level 2: Defined
Level 3: Consistently
Implemented
Level 4: Managed and
Measurable

Level 5: Optimized

Policies, procedures, and strategy are not formalized;
activities are performed in an ad hoc, reactive
manner.
Policies, procedures, and strategy are formalized and
documented but not consistently implemented.
Policies, procedures, and strategy are consistently
implemented, but quantitative and qualitative
effectiveness measures are lacking.
Quantitative and qualitative measures on the
effectiveness of policies, procedures, and strategy
are collected across the organization and used to
assess them and make necessary changes.
Policies, procedures, and strategy are fully
institutionalized, repeatable, self-generating,
consistently implemented, and regularly updated
based on a changing threat and technology
landscape and business/mission needs.

Table 1

The maturity level of each domain was determined by answering the related
FY2018 IG FISMA Reporting Metrics and using a simple majority rule of the most
frequent resulting maturity levels, using the higher level when two or more levels
are the frequently most rated. While the FY2018 IG FISMA metrics recommend
the majority of the domains be at a maturity level 4 (managed and measurable)
or higher for a function to be considered effective, IGs were given the discretion
to determine effectiveness ratings at lower levels.
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We determined the maturity level and effectiveness of the functions by taking into
consideration any FY2018 IG FISMA Reporting Metrics that were found to be at
level 3 (consistently implemented) and did not have metric definitions for higher
levels, and we treated them as being at a level 4 (managed and measurable) to
find the simple majority rule of the domain. We then used these alternate results
to determine the effectiveness related to the simple majority rule of the alternate
ratings, and considered anything at a level 4 (managed and measurable) as
effective. Overall effectiveness was determined using a simple majority rule of
the function effectiveness results.
We conducted this performance audit in accordance with generally accepted
government auditing standards. Those standards require we plan and perform
the audit to obtain sufficient, appropriate evidence to provide a reasonable basis
for our findings and conclusions based on our audit objective. We believe the
evidence obtained provides a reasonable basis for our findings and conclusions
based on our audit objective.
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