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The Office of the Inspector General (OIG) is an independent organization charged with reporting to the Tennessee Valley Authority (TVA) Board
of Directors and Congress on the overall efficiency, effectiveness, and economy of TVA programs and operations. The OIG meets this
responsibility by conducting audits, inspections, and investigations. The OIG focuses on the prevention, identification, and elimination of
(1) waste, fraud, and abuse; (2) violations of laws, rules, or regulations; and (3) inefficiencies in TVA programs and operations.
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Message From the Inspector General

This reporting period was marked by TVA leading the nation in the resurgence of nuclear power. TVA's
commitment to nuclear power was demonstrated by (1) the restart of the Browns Ferry Nuclear Plant (BFN)
Unit 1 in North Alabama in May; (2) Board approval in August for completion of a second nuclear reactor at the
Watts Bar Nuclear Plant (WBN) in East Tennessee; and (3) Board authorization in September to submit an
application to the Nuclear Regulatory Commission (NRC) for a combined construction and operating license for
two new nuclear units at TVA's Bellefonte site in Hollywood, Alabama. The anticipated flurry of applications by
private sector utilities with the NRC to build new nuclear plants is indicative of the belief within the utility industry
that nuclear power is America’s best option to meet growing power demands. TVA's successful restart of BFN
Unit 1 on time and within budget has sparked renewed optimism that nuclear power is a viable, clean, and
efficient source of energy. President George W. Bush recognized the significance of TVA's role in this area by his
attendance at a special ceremony at BFN on June 21, 2007.

The TVA Board recently approved a $9.7 billion budget that includes $317 million to start work at WBN. The
total projected cost to complete the project is $2.49 billion over the next five years. The Board also approved
$423 million for additional natural gas generation. In addition to this new construction, the Board approved

$22 million for the first phase of a renewed emphasis on energy efficiency and reduction in peak power demand.

With this historic investment comes concomitant risks. The OIG’s role is to limit some of those risks by the
oversight we provide. The OIG dedicated both investigators and auditors to BFN during the construction there,
and we have similarly posted OIG personnel at WBN. The OIG staff is trained to anticipate areas in the
construction process that are particularly vulnerable to fraud, our investigators and auditors develop confidential
sources at the site, and we provide a confidential hotline, “Empowerline,” so people can report concerns
anonymously 24/7. As with any major building project, we found fraud, waste, and abuse at BFN. We provided
TVA management with details on each of our findings and “lessons learned” to avoid losses and to improve
contracting and other processes at WBN. We generally were pleased with management’s response to the issues
we raised, and we noted significant improvements.

Of course, the work of the OIG extends beyond the oversight of TVA's nuclear program. This report contains an
expansive scope of audits, inspections, and investigations that have resulted in a stronger TVA. For example, the
OIG recommended that TVA create a Chief Ethics and Compliance Officer position. The need for a more robust
and comprehensive ethics program following the best practices of the industry was embraced both by the TVA
Board Audit and Ethics Committee and TVA's Chief Executive Officer (CEO), Tom Kilgore. This new more
centralized approach to invigorating an already ethical culture will increase accountability and awareness of TVA
employees’ ethical responsibilities. Peyton Hairston was named as TVA's first Chief Ethics and Compliance
Officer; he will report to the CEO and the Audit and Ethics Committee. We applaud TVA's renewed commitment
to excellence in this area.

Finally, the work highlighted in this report demonstrates broad oversight coverage of TVA by the many dedicated
employees of the OIG. Once again their work has resulted in a healthier and more efficient TVA.

Wikl 25 e

Richard W. Moore
Inspector General
October 1, 2007
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The following are acronyms and abbreviations widely used in this report.

AIGAI
BFN
BVI
CCT
CEO
COF
CQAR
CRS
ED
ERS
FISMA
FRA
FS

FY
GAO
Gold Card
IG

IG Act
INS

IR

[T
NEA
NRC
OE&R
oIG
Pl
PR&D
PRIS
PSO
PwC
RFP
RO
RRC
RSO&E
SAS 70
SEC
SOX
TRP
TVA
TVAN
WBN

Assistant Inspector General of Audits and Inspections
Browns Ferry Nuclear Plant

Bicentennial Volunteers, Inc.

Calvert City Coal Terminal

Chief Executive Officer

Colbert Fossil Plant

Coal Quality Adjustment Report
Concerns Resolution Staff

Economic Development

Employee Reimbursement System
Federal Information Security Management Act
Fraud Risk Assessment

TVA Fuel Supply

fiscal year

U.S. Government Accountability Office
TVA VISA Gold Executive Expense Card
Inspector General

Inspector General Act Amendments of 1988
Immigration and Naturalization Services
Investment Recovery

Information Technology

National Emergency Assistance

Nuclear Regulatory Commission

Office of Environment and Research
Office of the Inspector General
personally identifiable information
Performance Review & Development
Personnel Records Imaging System
Power Services Operations
PricewaterhouseCoopers LLP

Request for Proposal

River Operations

Retiree Resource Corporation

River Systems Operation & Environment
Statement on Auditing Standards 70
Securities and Exchange Commission
Section 404 of the Sarbanes-Oxley Act of 2002
TVA Tuition Reimbursement Program
Tennessee Valley Authority

Tennessee Valley Authority Nuclear
Watts Bar Nuclear Plant
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Executive Summary

The results of our audits, inspections, and investigations from the past six months are

summarized throughout this report. Highlights include the following.

B TVA created the position of Chief Ethics and Compliance Officer in response to our
audit of ethics best practices. Our review noted that a true ethics program includes

more than compliance with government-wide ethics regulations.

m \We devoted substantial resources to observe and report on TVA's nuclear program,
including the multi-billion dollar projects to restart BFN Unit 1 and now to complete
the WBN Unit 2. We conducted numerous contract audits and a lessons learned
inspection at BFN. A former BFN manager pled guilty to making a false statement
by failing to disclose on his financial disclosure report payments he received at the

direction of a TVA contractor.

m Eleven contract compliance audits identified $4.4 million in ineligible or unsupported
costs. Our findings included (1) TVA wasted $689,000 by moving staff
augmentation contract employees to a “managed task” contract apparently to avoid
reporting the headcount as staff augmentation and (2) TVA incurred excessive cost
of $640,000 by allowing a contractor to charge TVA for safety award costs after TVA

management agreed those charges were not billable to TVA.

m We conducted several reviews related to TVA's privacy program. An Information
Technology (IT) audit determined personally identifiable information (PIl) and other
sensitive information were not properly secured on temporary share drives, thus
exposing the information to anyone with a TVA network ID. Our review of TVA's
overall privacy program found TVA has made progress, but a focused effort is
needed to strengthen the program. We also reviewed the physical loss of
information contained in the Personnel Records Imaging System (PRIS). Our reviews
did not find willful misconduct, but did note numerous human errors and a lack of

proper controls.
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Executive Summary

m QOur review of TVA's Economic Development loan programs found, among other
things, 13 loans that were made although they did not comply with TVA guidelines;
5 of these loans were in default status. In a separate investigation, two Tennessee
businessmen were indicted on fraud charges in connection with a $500,000 loan
from TVA.

m We continued work on initiatives to ensure that OIG employees possess and use the
correct tools and incentives to help TVA move forward. These programs include

using videos to promote our message and stationing employees at BFN and WBN.
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Appendix 2

AUDIT REPORT

NUMBER QUESTIONED UNSUPPORTED FUNDS PUT TO
AND DATE TITLE COSTS* COSTS BETTER USE
INFORMATION TECHNOLOGY (continued)

2007-11164

08/22/2007 SOX 404 Readiness Testing —

CWMi (Contractor Workforce
Management interface)

2007-11079

08/28/2007 SOX 404 Readiness Testing —
Access to Programs and Data

2007-11062

09/05/2007 Handling and Reporting the
Shutdown of BFN Unit 3 on
August 19, 2006

2007-11162

09/10/2007 SOX 404 Readiness Testing —
PassPort Application

2007-11184

09/13/2007 FISMA Evaluation

2007-11173

09/18/2007 SOX 404 Readiness Testing -

eRemittance Application

2007-039T-02

09/20/2007 Backup Verification
2007-11163
09/20/2007 SOX 404 Readiness Testing -

Fuelworx Application

OPERATIONAL

2007-11006
05/29/2007 2nd Quarter FY 2007 Nuclear
Contracts’ Contract Review Checklist
2007-11012
06/14/2007 Green Power Accreditation Report
- 2006
2007-004F
07/23/2007 Review of TVA CQAR Payments $235,500
2007-020F
06/28/2007 Review of Surplus Material
2007-034F
06/28/2007 Review of TVA Funding for Essential
Stewardship Services
TOTAL 66 $4,634,952 $1,111,559 $19,100

* Questioned costs include $1,328,732 for unreasonable or unnecessary expenditures not recoverable.

NOTE: A summary or the full report for many of the audits listed above can be found on our web page
http://insidenet.tva.gov:8042/2007audits.html.
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Appendix 3

Audit Reports Issued With Questioned Costs

QUESTIONED COSTS
NUMBER TOTAL UNSUPPORTED

A.  For which no management decision has been

made by the commencement of the reporting period 0 $0 $0
B.  Which were issued during the reporting period 12 $4,634,952 $1,111,559
Subtotals of A and B 12 $4,634,952 $1,111,559
C.  For which a management decision was made during

the reporting period 117 $4,592,248 $1,111,559

(i) Dollar value of disallowed costs 11 $3,324,324 $1,108,985

(i) Dollar value of costs not disallowed 5 $1,267,924 $2,574

D.  For which no management decision has been made by
the end of the reporting period 1 $42,704 $0

E.  For which no management decision was made within
six months of issuance 0 $0 $0

*

The total number of reports differs from the sum of C(i) and C(ii) when the same reports contain both costs disallowed
and not disallowed by management. This number also excludes one report on which management decision was
made on some, but not all, recommendations during the reporting period.
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Appendix 3

Audit Reports Issued With Recommendations for Better Use of Funds

NUMBER DOLLAR VALUE

A.  For which no management decision has been

made by the commencement of the reporting period 1 $8,510,000
B.  Which were issued during the reporting period 1 $19,100
Subtotals of A and B 2 $8,529,100
C. For which a management decision was made during

the reporting period 2 $8,529,100

(i) Dollar value of costs agreed to by management 2 $8,529,100

(i) Dollar value of costs not agreed to by management 0 $0

D. For which no management decision has been made by
the end of the reporting period 0 $0

E. For which no management decision was made within
six months of issuance 0 $0
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Appendix 4

Audit Reports With Corrective Actions Pending

Final corrective actions stemming from one contract compliance audit and five IT audits are not complete; however,
corrective action is underway and scheduled for completion in accordance with the current revised milestones, where
determinable.

AUDIT REPORT

NUMBER

AND DATE DESCRIPTION

2003-004C A&G Tree Service, Inc.

03/30/04 TVA asserted a claim against A&G for $638,542 for unsupported billings under the contract. A
formal Contracting Officer’s Decision was rendered in March 2005 that concurred with our audit
findings and TVA's claim and directed A&G to reimburse TVA for overpayments of $638,542
under a closed contract. During May 2005, TVA stopped A&G from performing work under a
subsequent contract and recovered part of TVA's damages by withholding payments totaling
$88,362 on invoices under the subsequent contract. A&G filed two lawsuits against TVA (1) for
the payments withheld and (2) to appeal the Contracting Officer’s Decision. The timeframe for
resolution of these lawsuits is indeterminate.

2003-040T Nuclear Plant IT Security

03/30/04 This report included recommendations to strengthen logical and physical controls at a nuclear
generation facility. TVA management has completed remediation action on all but one
recommendation which is targeted for completion by October 31, 2007.

2005-039T eWorkplace Application, Access, and General Controls

01/30/06 This report included 15 recommendations to strengthen control over the time reporting system.
Weaknesses were identified in processing controls, direct data changes, logical access
controls, change management, and backup and contingency planning. TVA management has
completed remediation action on 12 recommendations and is implementing planned actions for
the remaining 3 recommendations. Actions are expected to be complete by September 30,
2008.

2006-032T Physical Security Review of Iron Mountain

09/26/2006 This audit contained two recommendations regarding improving physical security of TVA
electronic and paper data. TVA is taking action to remediate the findings and is targeting
completion on December 31, 2007.

2006-034T-01 Security of TVA’s Network Perimeter - Blind Penetration Testing

09/25/2006 TVA management agreed with our recommendations and provided their action plan to address
the recommendations. The target date for completion is April 30, 2008.

2006-035T Assessing TVA’s Efforts to Protect Sensitive Information

09/21/2006 We identified four areas for improvement. Management agreed and is taking action to

remediate the findings. The target completion date is December 30, 2007.
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Appendix 5

Investigative Referrals and Prosecutive Results*
Referrals

Subjects Referred to U.S. Attorneys 4
Subjects Referred to State/Local Authorities

Results**

Subjects Indicted
Subjects Convicted
Referrals Declined

* These numbers include task force activities and joint investigations with other agencies.
**Results include referrals from prior periods.
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Highlights

SEPT 30, MAR 31, SEPT 30, MAR 31, SEPT 30,
2007 2007 2006 2006 2005

AUDITS

AUDITS IN PROGRESS

Carried Forward 36 16 20* 24 30
Started 72 42 23 22 41
Canceled (7) 4) 1) (©)] (11)
Completed (66) (18) (26) 22) (29)
In Progress at End of Reporting Period 35 36 16 21 24*
AUDIT RESULTS (Thousands)

Questioned Costs $4,635 $1,252 $1,411 $774 $6,422
Disallowed by TVA 3,324 1,429 782 1,122 4,969
Recovered by TVA 1,274 695 793 1,641 5,016**
Funds to Be Put to Better Use $19 $8,913 $10,839 $700 $5,634
Agreed to by TVA 8,529 4,534 2,790 633 1,251
Realized by TVA 948 3,603 2,287 740 6,002
OTHER AUDIT-RELATED PROJECTS

Completed 17 12 11 11 10
Cost Savings Identified/Realized (Thousands) ~ $0 $103 $0 $36 $0

INVESTIGATIONS***

INVESTIGATION CASELOAD

Opened 113 73 70 80 84
Closed 121 50 105 71 84
In Progress at End of Reporting Period 140* 148* 113 148* 157
INVESTIGATIVE RESULTS (Thousands)
Recoveries $27.26 $332.5 $643.1 $2,966.5 $1,880.3
Savings 574.9 87.9 1,038.7 1,625.4 36
Fines/Penalties 1.28 10.2 5 6.2 6.7
MANAGEMENT ACTIONS
Disciplinary Actions Taken (# of Subjects) 8 4 6 9 13
Counseling/Management

Techniques Employed (# of Cases) 3 7 14 14 16
PROSECUTIVE ACTIVITIES (# of Subjects)
Referred 5 6 3 5 8
Indicted 6 2 1 3 4
Convicted 2 2 1 3 5
INSPECTIONS
Completed 16 7 20 14 13
Cost Savings Identified/Realized (Thousands)  $15 $15 $0 $0 $118

* Adjusted from previous semiannual report.
**Includes excess funds recovered by TVA of $33,219.
*** These numbers include task force activities and joint investigations with other agencies.
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ECONOMY
EFFICIENCY
EFFECTIVENESS

OlG LEADERSHIP PHILOSOPHY

The TVA OIG strives to be a high performing organization
made up of dedicated individuals who are empowered,
motivated, competent, and committed to producing high
quality work that improves TVA and life in the Valley.

Each of us has important leadership, management, team,
and technical roles. We value integrity, people, open
communication, expansion of knowledge and skills, creative
problem solving and collaborative decision making.
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